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Response to Arguments

Claims 1-10, 13-20 are pending in this application.

Claims 23-24 have been cancelled in this application.

Applicant's arguments filed November 06, 2006, with respect to the above claims, have

been fully considered but they are not persuasive.

a. Neither Conklin or Wong teach or suggest using a flag stored in memory to

determine whether a target packet has been encountered (remarks, page 9, page 10).

In response to argument [a], Examiner respectfully disagrees in light of the following

reasons:

Claim 1 stands rejected as follows:

As per claim 1, Conklin discloses in a network carrying a plurality of packets over at least one

network link, said network including a computer, a first network component having memory and a

processor and configured to store information in said memory about at least one of said plurality of packets,

and a second network component (fig. 16), a method for detecting target packet comprising (col. 1 LI 0-65):

receiving said at least one of said plurality of packets over a link to obtain a received packet (fig. 7, fig. 8,

col. 3 L60-65); receiving a query message identifying a target packet at said first component (fig. 7, fig. 8,

col. 3 LI- 14); creating a reply if said target packet has been encountered (col. 4 L9-60, col. 5 LI 0-60, fig.

6, fig. 9); and said first network component making said reply available to said network if said target packet

has been encountered, wherein reply is capable of being used as part of a method for locating said intrusion

point for said first one of the packets (fig. 9),

However, Conklin does not disclose the process of determining a hash value of at least a portion

of said packet; using said has value to identify a location in a memory; setting a flag in said memory, said

flag associated with said location; and said first network component using a flag in processing said query

message to determine if said target packet has been encountered (note that Conklin teaches the process of

detecting an intrusion by pattern matching or comparing, see col. 7 L50-65, fig. 7).

Wong, from the same field of endeavor explicitly discloses the process of determining a hash

value of at least a portion of said packet (fig. 2B item #222, fig. 2C item #242 and fig. 3C S
fig. 6 item #602,

col. 6 L4-8); using said hash value to identify a location in a memory (fig. 2B item #224, fig. 2C item #244,

fig. 6 item #604); setting a flag in said memory, said flag associated with said location (fig. 6 item #608,

fig. 8 item #818820, 822, col. 6 L4-15, col. 7 L28-36, col. 9 L6-33); and said first network component

using a flag in processing said query message (a message or a packet) to determine if said target packet has

been encountered (fig. 8 item #818, 820, 822 and fig. 6 item #608, 610, col. 5 L59-63, col. 6 L4-36).

Therefore it would have been obvious to a person of ordinary skilled in the art at the time the

invention was made to modify Conklin in view of Wong in order to use the hashing technique to determine

or identify the packet.

One of ordinary skilled in the art would have been motivated because it would have located and/or

identified the packet (whether target, incoming or outgoing) in a more efficient manner, which would have

reduced the latency in the network appliance (Wong, col. 2 LI 9-41, col. 3 L27-30, L45-51).
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Wong explicitly teaches the process of using a flag stored in memory to determine if the

target packet has been encountered, i.e. received.

Wong clearly teaches the process of using flag set in the memory for the purpose of

indicating whether the packet is an inbound, i.e. incoming or received (note that in the claims the

target packet is an incoming packet) or outbound, i.e. outgoing packet (see col. 6 L38-46).

Furthermore, Wong states "A has table entry that points to inbound/outbound flag, which

is set, corresponds to an inbound packet. The set flag indicates that the packet that generated the

match with the hash table is an inbound packet, i.e. an incoming packet or received packet (col. 7

L3-16).

Furthermore, Wong states ".
. .The match looked for in the hash table depends on whether

the pointer in the hash table points to an inbound/outbound flag that is set. If the

inbound/outbound flag is set. . .if the inbound/outbound flag is set, then it is determined that the

packet is an inbound packet, i.e. an incoming or received packet (col. 8 LI 0-33, col. 8 L60 to col.

9 L5).

As such Wong does teach the process of using the flag set in the memory to determine

whether a packet, i.e. a target packet, has been received or encountered.

Therefore it would have been obvious to a person of ordinary skilled in the art to modify

Conklin in view of Wong as set forth above.

Hence, applicant's argument directed towards using the flag to determine whether a

packet has been received, is not persuasive.
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b. Conklin and Wong fail to teach or suggest . .the hash of the packet is over the

entire packet" (remarks, page 1 1, the subject matter as in claim 5).

In response to argument [b], Examiner disagrees.

Claim 5 stands rejected as follows:

As per claim 5, Conklin does not disclose the process wherein hash value is determined over the entire

packet .

Wong, from the same field of endeavor discloses the process wherein the addresses in a packet are hashed

(col. 5 L60 to col. 6 L35, fig. 2, fig. 5 and fig. 7-8: hashing technique).

Therefore it would have been obvious to a person of ordinary skilled in the art at the time the invention was

made to modify Conklin in view of Wong in order to determine the hash value over the entire packet.

One of ordinary skilled in the art would have been motivated because of the same reasons as set forth in

claim 1.

First, note that the claim does not teach the process wherein the entire packet is hashed, it

simply suggests the hash value is determined "over" the entire packet, i.e. a portion of the packet

being hashed can be interpreted as hashing over the entire packet.

In an event where the claim did suggest the process of determining a hash value of the

entire packet or hashing the entire packet, Wong teaches the hashing technique of at least a

portion of the packet (col. 5 L60 to col. 6 L35, fig. 2, fig. 5 and fig. 7-8: hashing technique).

If Wong's system is able to hash at least a portion of the packet, then Wong's system is

capable of determining the hash value over the entire packet.

Therefore, it would have been obvious to a person of ordinary skilled in the art to modify

Conklin in view of Wong in order to determine the hash value over the entire packet, simply

because Wong teaches the process of determining a hash value for at least a portion of the

packet.

Therefore, for the reasons set forth above, applicant's argument directed towards the

distinction between the prior art and the claim limitation as in claim 5, is not persuasive.
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. c. The rejections of Independent claims 10 and 13 are improper (remarks, page 1 1).

In response to argument [c]
5
Examiner respectfully disagrees because claims 10 and 13

do not teach or further define over the limitations of claim 1, as shown below.

For example: claim 13 is simply a system claim of the subject matter claimed in -claim 1,

i.e. a method claim.

Claim 1 recites:

In a network carrying a plurality of packets over at least one network link, said network including

a computer, a first network component having memory and a processor and configured to store information

in said memory about at least one of said plurality of packets, and a second network component, a method

for detecting target packet comprising:

receiving said at least one of said plurality of packets over said link to obtain a received packet;

determining a hash value of at least a portion of said packet;

using said hash value to identify a location in said memory;

setting a flag in said memory, said flag associated with said location;

receiving a query message identifying a target packet at said first network component;

said first network component using said flag in processing said query message to determine if said

target packet has been encountered:

creating a reply if said target packet has been encountered; and

said first network component making said reply available to said network if said

target packet has been encountered.

Claim 10 recites:

In a network carrying a plurality of packets over at least one link, said network including a

network component operatively coupled to said link and having a memory and a processor, a method for

storing information about a plurality of packets received over said network, at least a portion of said

information being used to locate an intrusion point for a first one of said plurality of packets, said method

comprising :

receiving said first one of said plurality of packets;

determining a first hash value of said first one of said plurality of packets over at least a portion

thereof;

usi ng said first hash value to identify a first location in said memory
setting a flag at said first location said flag indicating said first hash value has occurred;

receiving a second one of said plurality of packets:

processing said second one of said plurality of packets to obtain information contained

therein;

using said information contained in said second one of said plurality of packets to determine if

said first one of said plurality of packets has been observed; and

making a reply available to said network if said information contained in said second one of said

plurality of packets indicates that said first one of said plurality of packets has been observed, said reply

capable of being used as part of a method for locating said intrusion point for said first one of said plurality

of packets.
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Examiner would like to point out that rephrasing the terms such as "query message" to

"second one of the plurality of packets" and "at least one of the plurality of packets" or "target

packet" to "one of said plurality of packets" in the claims, do not change the scope of the claims.

The limitation "said first network component using said flag in processing said query

message to determine if said target packet has been encountered" is equivalent to the process of

"using said information contained in said second one of said plurality of packets (i.e. processing

a query message) to determine of said first one said plurality of packets has been observed" (i.e.

a target packet has been observed).

Applicant is further requested to differentiate the independent claims if the independent

claims 1,10 and 13 are different.

Furthermore, first and second interfaces, a bus and a memory are the core components of

any computer system.

Therefore, The rejection of claims 10 and 13 is proper at least based on the claimed

subject matter.

d. Neither Conklin nor Wong teaches or suggests processing a second packet to

obtain information to determine whether a first packet has been observed (remarks, page

12).

In response to argument [d], Examiner disagrees.

Conklin teaches the process of receiving the plurality of packets, wherein the packets are

of type ftp, www, telnet, etc. (page 3 LI -21).

Conklin is capable of receiving a message or a packet in a form of a www or telnet

request, to determine if the network surveillance system has received any malicious attack or any
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intrusion and reporting any detected intrusion in form of a reply or a report (see fig. 7, 8 and fig.

9).

Therefore, applicant's argument towards the distinction between the prior art and the

claimed limitation as in [d] above is not persuasive.

DETAILED ACTION

Claim Rejections - 35 USC S 112

The rejection presented in the prior office action has been withdrawn due to cancellation

of the claims 23-24.

Claim Rejections - 35 USC S 101

The rejection presented in the prior office action has been withdrawn due to cancellation

of the claims 23-24.



Application/Control Number: 09/881,145 Page 8

Art Unit: 2151

Claim Rejections - 35 USC S 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in

section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are

such that the subject matter as a whole would have been obvious at the time the invention was made to a person

having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the

manner in which the invention was made.

This application currently names joint inventors. In considering patentability of the

claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various

claims was commonly owned at the time any inventions covered therein were made absent any

evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1 .56 to point out

the inventor and invention dates of each claim that was not commonly owned at the time a later

invention was made in order for the examiner to consider the applicability of 35 U.S.C. 103(c)

and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a).

1. Claims 1-5, 7, 9, 10, 13-15, 17, 19-20 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Conklin et al. (hereinafter Conklin, U. S. Patent No. 5,991,881) in view of

Wong et al. (hereinafter Wong, U. S. Patent No. 6,389,419 Bl).

As per claim 1, Conklin discloses in a network carrying a plurality of packets over at

least one network link, said network including a computer, a first network component having

memory and a processor and configured to store information in said memory about at least one

of said plurality of packets to locate an intrusion point, and a second network component (fig.

16), a method for detecting target packet comprising (col. 1 LI 0-65): receiving said at least one

of said plurality of packets over a link to obtain a received packet (fig. 7, fig. 8, col. 3 L60-65);

receiving a query message identifying a target packet at said first component (fig. 7, fig, 8, col. 3
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Ll-14); creating a reply if said target packet has been encountered (col. 4 L9-60, col. 5 L10-60,

fig. 6, fig. 9); and said first network component making said reply available to said network if

said target packet has been encountered, wherein reply is capable of being used as part of a

method for locating said intrusion point for said first one of the packets (fig. 9),

However, Conklin does not disclose the process of determining a hash value of at least a

portion of said packet; using said has value to identify a location in a memory; setting a flag in

said memory, said flag associated with said location; and said first network component using a

flag in processing said query message to determine if said target packet has been encountered

(note that Conklin teaches the process of detecting an intrusion by pattern matching or

comparing, see col. 7 L50-65, fig. 7).

Wong, from the same field of endeavor explicitly discloses the process of determining a

hash value of at least a portion of said packet (fig. 2B item #222, fig. 2C item #242 and fig. 3C,

fig. 6 item #602, col. 6 L4-8); using said hash value to identify a location in a memory (fig. 2B

item #224, fig. 2C item #244, fig. 6 item #604); setting a flag in said memory, said flag

associated with said location (fig. 6 item #608, fig. 8 item #818820, 822, col. 6 L4-15, col. 7

L28-36, col. 9 L6-33); and said first network component using a flag in processing said query

message (a message or a packet) to determine if said target packet has been encountered (fig. 8

item #818, 820, 822 and fig. 6 item #608, 610, col. 5 L59-63, col. 6 L4-36).

Therefore it would have been obvious to a person of ordinary skilled in the art at the time

the invention was made to modify Conklin in view of Wong in order to use the hashing

technique to determine or identify the packet.
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One of ordinary skilled in the art would have been motivated because it would have

located and/or identified the packet (whether target, incoming or outgoing) in a more efficient

manner, which would have reduced the latency in the network appliance (Wong, col. 2 LI 9-41,

col. 3L27-30, L45-51).

As per claim 2, Conklin discloses the process wherein making said reply available to said

network includes forwarding said reply to said second network component (fig. 9, col. 5 L10-

60).

As per claim 3, Conklin discloses the process wherein said second network component is

a computer (fig. 9, col. 5 LI 0-60).

As per claim 4, Conklin discloses the process wherein said reply contains a network

address for said first network component (col. 6 L9-15).

As per claim 5, Conklin does not disclose the process wherein hash value is determined

over the entire packet.

Wong, from the same field of endeavor discloses the process wherein the addresses in a

packet are hashed (col. 5 L60 to col. 6 L35, fig. 2, fig. 5 and fig. 7-8).

Therefore it would have been obvious to a person of ordinary skilled in the art at the time

the invention was made to modify Conklin in view of Wong in order to determine the hash value

over the entire packet.

One of ordinary skilled in the art would have been motivated because of the same reasons

as set forth in claim 1

.

As per claim 7, Conklin discloses the process wherein said network is an Internet

Protocol (IP) network (fig. 1)
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As per claim 9, Conklin discloses the process wherein said first network component is a

router (fig. 1-3).

As per claim 14, Conklin discloses the system wherein said first interface and second

interface are combined into a single bi-directional interface (fig. 4).

As per claim 15, Conklin discloses the process wherein said reply is made available to

another network (fig. 9).

As per claim 19, the combination of Conklin and Wong discloses the system wherein said

reply is positive reply if said second has value matches at least one of said plurality of first hash

values.

As per claim 20, Conklin discloses the system wherein said reply is forwarded to those of

said devices one hop away (fig. 9 and fig. 3).

As per claims 10, 13 and 17, they do not teach or further define over the limitations in

claims 1-5, 7, 9, 14-15, 19 and 20. Therefore claims 10, 13 and 17 are rejected for the same

reasons as set forth in claims 1-5, 7, 9, 14-15, 19 and 20.
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2. Claims 8, 16 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Conklin et al. (hereinafter Conklin, U. S. Patent No. 5,991,881) in view of Wong et al.

(hereinafter Wong, U. S. Patent No. 6,389,419 Bl), and further in view of "Official Notice".

As per claim 8, Conklin in view ofWong does not explicitly disclose the process wherein

the link is a wireless link or network.

But, wireless networks and/or links are well known in the relevant art.

Official Notice is taken in order to indicate that the subject matter is in fact well known

and obvious in the art.

Therefore, it would have been obvious to a person of ordinary skilled in the art at the time

the invention was made to modify Conklin in view ofWong in order to implement the invention

in wireless networks.

One of ordinary skilled in the art would have been motivated because wireless networks

are very well known in the art.

As per claim 18, Conklin in view of Wong does not explicitly disclose a system wherein

the processor is an ASIC processor.

But, ASIC processors are simply well known and obvious in the relevant art.

Official Notice is taken to indicate that the ASIC processors are known and obvious in

the art.

Therefore, it would have been obvious to a person of ordinary skilled in the art at the time

the invention was made to modify Conklin in view ofWong in order to include ASIC processors.

One of ordinary skilled in the art would have been motivated because ASIC processors

are simply known in the art.
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As per claim 16, it does not teach or further define over the limitations in claim 8 and 18.

Therefore claim 16 is rejected for the same reasons as set forth in claim 8 and 18.

3. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Conklin et al.

(hereinafter Conklin, U. S. Patent No. 5,991,881) in view of Wong et al. (hereinafter Wong, U.

S. Patent No. 6,389,419 Bl), and further Cox et al. (hereinafter Cox, U. S. Patent No. 6,842,861).

As per claim 6, Conklin in view of Wong does not teach the process of determining if

said received packet has undergone a transformation, such transformation having occurred if a

first hash value of at least a portion of said packet computed at a first time is not equal to a

second hash value of at least a portion of said packet computed at a second time, said second

time occurring after said first time.

Cox teaches determining if said received packet has undergone a transformation, such

transformation having occurred if a first hash value of at least a portion of said packet computed

at a first time is not equal to a second hash value of at least a portion of said packet computed at

a second time, said second time occurring after said first time (col.2, L 34-41).

Therefore it would have been obvious to one ordinary skilled in the art at the time of the

invention to modify the teaching ofWong to add determining if said received packet has

undergone a transformation, such transformation having occurred if a first hash value of at least a

portion of said packet computed at a first time is not equal to a second hash value of at least a

portion of said packet computed at a second time, said second time occurring after said first time

as taught by Cox in order to determine infected files (Cox, col. 2, line 34).
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One ordinary skilled in the art at the time of the invention would have been motivated to

combine Cox and Wong in order to provide a system to detect a file with a virus (Cox. col.l,

lines 5-67).

Additional References

The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure.

a. Sheymov, U. S. Patent No. 6,981,146 Bl: Network Intrusion Protection.

b. Vaidya, U. S. Patent No. 6,279,113 Bl: Network Intrusion Detection.

Conclusion

Applicant's Invention is directed to a method and system comprising the process of

receiving a malicious traffic at a network node; generating a query message in response to

receiving the malicious packet; sending the query message to routers that are one hop away,

which indeed will further transfer the query to routers that are one hop away to the first router,

wherein the query message is for determining whether the routers has encountered the malicious

packet, building the trace of the path to determine the malicious packet ingress point, and in

response to determination, notifying the management system or intrusion detection system to

disable the path (see fig. 4).

In order to expedite the prosecution in this application, applicant is advised to consider

incorporating the subject matter in accordance with the figure 4 of the applicant and figure 5,

into the independent claims, which would make the claimed invention distinct from the above

rejection.
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THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the event a first reply is filed within TWO

MONTHS of the mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event,

however, will the statutory period for reply expire later than SIX MONTHS from the mailing

date of this final action.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to KAMAL B. DIVECHA whose telephone number is 571-272-

5863. The examiner can normally be reached on Increased Flex Work Schedule.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Zarni Maung can be reached on 571-272-3939. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Kamal Divecha

Art Unit 2151

November 20, 2006.

WILLIAM VAUGHN 1
N

SUPERVISORY PATENT EXAWW
TECHNOLOGY CENTER 2100


